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What is quantum key distribution ?
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Sharing secrets

Secrets:
- Political, industrial, military
- Privacy, medical, opinions
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Sharing secrets (at a distance)

Public-key cryptography is not safe against quantum computers

Solution: symmetric-key cryptography

One-time-pad
Message 111101111
Key 100000101 @ (XOR)

Encrypted message 011101010 UNIVERSITE
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Sharing secrets (at a distance)

Public-key cryptography is not safe against quantum computers

Solution: symmetric-key cryptography

Challenge:
sharing secret key
One-time-pad between two remote users
Message 111101111
Key 100000101 6@ (XOR)

Encrypted message 011101010 UNIVERSITE
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What does limit the transmission distance ?

- Fiber attenuation (0.2 dB/km for standard single-mode fibre)

secret key rate (log scale)
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What does limit the transmission distance ?

- Fiber attenuation (0.2 dB/km for standard single-mode fibre)

- Dark count rate of the detectors

secret key rate (log scale)

dilstanc‘e [a.lll.]

UNIVERSITE
DE GENEVE



What does limit the transmission distance ?

- Fiber attenuation (0.2 dB/km for standard single-mode fibre)

- Dark count rate of the detectors

- Finite-size effects (acquisition time)

secret key rate (log scale)
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Implementing a quantum key distribution system
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Time-bin encoding

Alice’s state preparation

Bob’s detection apparatus
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Protocol

- Time-bin encoding
- Decoy-state method

basis, bit state (1 142 e
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Protocol

- Time-bin encoding
- Decoy-state method

basis, bit state 111 12
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1-decoy versus 2-decoy

1-decoy (i.e. two levels in total) is more efficient for most experimental settings !
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Protocol

- Time-bin encoding
- Decoy-state method

basis, bit state 111 o
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Protocol

- Time-bin encoding
- Decoy-state method

basis, bit state 1 (42
Z,0 0) ‘ A
Z, 1 1) ‘ .
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Phys. Rev. A 74, 042342 (2006)
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P rOtO CcO I basis, bit state 41 2
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P rOtO CcO I basis, bit state 41 2

Z, 0 0) ‘
- Time-bin encoding — a_
- Decoy-state method Z, 1 1) ‘
’ _ _ A
.0 Y an | aa
SNSP.DS 4 states, 4 outcomes
BS 1\ NY

iV ] D 3 states, 3 outcomes

\ Security proof available
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1. all fibred high repetition rate source

- Phase-randomized DFB laser: /[

IM
- Repetition rate: 2.5 GHz e
- Pulse duration: 30 ps :
: : : : Laser . PiezoFM :
- High-speed integrated intensity modulator: 5 GHz ! | - . SO FM
N Rer '

— requires dispersion
compensation fibre: CORNING
-140 ps/nm/km
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(standard single-mode
fibre dispersion:

17 ps/nm/km)
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2. quantum channel: ultra low-loss fibres

Corning ULL-28® ultralow-loss fibre: 0.16 dB/km

CORNING

Attenuation including connectors and splices: 0.17 dB/km
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3. detectors

Superconducting nanowire single-photon detectors
Amorphous molybdenum silicide

Temperature: 0.8 K

Dark counts: < 0.3 count/s
Efficiency: 50% (at low dark counts rates)

Timing jitter: 30 ps
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Secret key rate vs distance

Attenuation (dB)
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Ultimate limit

Attenuation (dB)
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Conclusion

A simplified BB84 protocol

A system mainly based on of-the-shelf components

* A QKD transmitter based on commercially available components combined
with some in-house-made electronics

« Commercially available ultra low-loss fibres
* In-house-made SNSPDs (but almost commercially available)

Transmission of secret keys over 421 km of optical fibre
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Thank you for you attention !

Quantum technologies group | leader: Hugo Zbinden
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