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Quantum Cyber Security is the �eld that studies all aspects af-
fecting the security and privacy of communications and compu-
tations caused by the development of quantum technologies.

Quantum technologies may have a negative e�ect to cyber secu-
rity, when viewed as a resource for adversaries, but can also have a
positive e�ect, when honest parties use these technologies to their
advantage. The research can, broadly speaking, be divided into three
categories that depend on who has access to quantum technologies
and how developed these technologies are (see Figure 1). In the
�rst category we ensure that currently possible tasks remain secure,
while in the other two categories we explore the new possibilities
that quantum technologies bring.
As is typical in cryptography, we �rst assume the worst-case

scenario in terms of resources, where the honest parties are fully
classical (no quantum abilities), while the adversaries have access to
any quantum technology (whether this technology exists currently
or not). In particular we assume that they have a large quantum
computer. Ensuring that, in this scenario, the security and privacy
guarantees of a classical protocol remain intact, is known as post-
quantum (or “quantum-safe”) security.
In the second category we allow honest parties to have access

to quantum technologies in order to achieve enhanced properties,
but we restrict this access to those quantum technologies that are
currently available (or that can be built in near-term). Requesting
this level of quantum abilities comes from the practical demand to
be able to construct now, small quantum devices/gadgets that imple-
ment the “quantum” steps of (the honest) protocols. The adversaries,
again, can use any quantum technology. In this category we focus
on achieving classical functionalities but we are able to enhance
the security or e�ciency of the protocols beyond what is possible
classically by using current sate-of-the-art quantum gadgets.
Finally, the third category looks further in the future and exam-

ines the security and privacy of protocols that are possible (are
enabled) by the existence of quantum computers. We assume that
there exist quantum computation devices that o�er advantage in
many useful applications compared with the best classical comput-
ers. At that time, there will be tasks that involve quantum computers
and communication and processing of quantum information, where
the parties involved want to maintain the privacy of their data and
have guarantees on the security of the tasks achieved. This period
may not be too far, since quantum devices being developed now
are already crossing the limit of quantum computations that can be
simulated by classical supercomputers.
These categories, in general, include all aspects of cyber secu-

rity. We will focus on the e�ects that quantum technologies have
for cryptographic attacks and attacks that exploit vulnerabilities of
the new quantum hardware when such hardware is used. As far
as exploits of other vulnerabilities of existing classical hardware
is concerned (e.g. timing attacks), we do not expect they will sig-
ni�cantly bene�t from quantum technologies and thus we do not
expand further1.

1One could imagine that enhanced quantum sensing and quantum metrology could
improve certain side-channel attacks, but this is beyond the scope of this paper.
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Fig. 1. Schematic representation of the �antum Cyber Security research
landscape. Red boxes are the three categories of research. Do�ed lines
indicate the resources (computation and communication) required from the
honest parties. Green boxes represent issues we focus in this review.

1.3 This Review
First of all we clarify what this review is not. It is not an exhaustive
list of all research in quantum cyber security, neither a historical
exposition on how quantum cryptography developed, nor a proper
introduction to the �eld including the background required. Excel-
lent such reviews have been written (e.g. [14]).
Our aim is twofold. On the one hand we want to clarify miscon-

ceptions and organise/categorise the research landscape in quantum
cyber security in a comprehensive and approachable way to the
non-experts. On the other hand we want to focus on speci�c aspects,
for each of the quantum cyber security research categories given
above, that we believe have been under-represented in research and
exposure to the public, despite being very important. In Section 2
we clarify some facts about quantum computers and quantum adver-
saries, setting the stage to analyse the three categories of quantum
cyber security research. In Section 3 we explore the �rst category,
post-quantum security, giving a brief overview of the �eld and fo-
cusing on the issue of security de�nitions and proof techniques. In
Section 4 we sketch the research directions in quantumly-enhanced
security, focusing on the issue of implementation attacks and device
independence. In Section 5, after giving an overview we focus on
classical clients securely delegating computations to the quantum
cloud.We conclude in Section 6, giving a glimpse of howwe envision
that cyber security will be reshaped in the decades to come.
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First of all we clarify what this review is not. It is not an exhaustive
list of all research in quantum cyber security, neither a historical
exposition on how quantum cryptography developed, nor a proper
introduction to the �eld including the background required. Excel-
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saries, setting the stage to analyse the three categories of quantum
cyber security research. In Section 3 we explore the �rst category,
post-quantum security, giving a brief overview of the �eld and fo-
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�rst category we ensure that currently possible tasks remain secure,
while in the other two categories we explore the new possibilities
that quantum technologies bring.
As is typical in cryptography, we �rst assume the worst-case

scenario in terms of resources, where the honest parties are fully
classical (no quantum abilities), while the adversaries have access to
any quantum technology (whether this technology exists currently
or not). In particular we assume that they have a large quantum
computer. Ensuring that, in this scenario, the security and privacy
guarantees of a classical protocol remain intact, is known as post-
quantum (or “quantum-safe”) security.
In the second category we allow honest parties to have access

to quantum technologies in order to achieve enhanced properties,
but we restrict this access to those quantum technologies that are
currently available (or that can be built in near-term). Requesting
this level of quantum abilities comes from the practical demand to
be able to construct now, small quantum devices/gadgets that imple-
ment the “quantum” steps of (the honest) protocols. The adversaries,
again, can use any quantum technology. In this category we focus
on achieving classical functionalities but we are able to enhance
the security or e�ciency of the protocols beyond what is possible
classically by using current sate-of-the-art quantum gadgets.
Finally, the third category looks further in the future and exam-

ines the security and privacy of protocols that are possible (are
enabled) by the existence of quantum computers. We assume that
there exist quantum computation devices that o�er advantage in
many useful applications compared with the best classical comput-
ers. At that time, there will be tasks that involve quantum computers
and communication and processing of quantum information, where
the parties involved want to maintain the privacy of their data and
have guarantees on the security of the tasks achieved. This period
may not be too far, since quantum devices being developed now
are already crossing the limit of quantum computations that can be
simulated by classical supercomputers.
These categories, in general, include all aspects of cyber secu-

rity. We will focus on the e�ects that quantum technologies have
for cryptographic attacks and attacks that exploit vulnerabilities of
the new quantum hardware when such hardware is used. As far
as exploits of other vulnerabilities of existing classical hardware
is concerned (e.g. timing attacks), we do not expect they will sig-
ni�cantly bene�t from quantum technologies and thus we do not
expand further1.

1One could imagine that enhanced quantum sensing and quantum metrology could
improve certain side-channel attacks, but this is beyond the scope of this paper.
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Fig. 1. Schematic representation of the �antum Cyber Security research
landscape. Red boxes are the three categories of research. Do�ed lines
indicate the resources (computation and communication) required from the
honest parties. Green boxes represent issues we focus in this review.

1.3 This Review
First of all we clarify what this review is not. It is not an exhaustive
list of all research in quantum cyber security, neither a historical
exposition on how quantum cryptography developed, nor a proper
introduction to the �eld including the background required. Excel-
lent such reviews have been written (e.g. [14]).
Our aim is twofold. On the one hand we want to clarify miscon-

ceptions and organise/categorise the research landscape in quantum
cyber security in a comprehensive and approachable way to the
non-experts. On the other hand we want to focus on speci�c aspects,
for each of the quantum cyber security research categories given
above, that we believe have been under-represented in research and
exposure to the public, despite being very important. In Section 2
we clarify some facts about quantum computers and quantum adver-
saries, setting the stage to analyse the three categories of quantum
cyber security research. In Section 3 we explore the �rst category,
post-quantum security, giving a brief overview of the �eld and fo-
cusing on the issue of security de�nitions and proof techniques. In
Section 4 we sketch the research directions in quantumly-enhanced
security, focusing on the issue of implementation attacks and device
independence. In Section 5, after giving an overview we focus on
classical clients securely delegating computations to the quantum
cloud.We conclude in Section 6, giving a glimpse of howwe envision
that cyber security will be reshaped in the decades to come.
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cyber security in a comprehensive and approachable way to the
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for each of the quantum cyber security research categories given
above, that we believe have been under-represented in research and
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Section 4 we sketch the research directions in quantumly-enhanced
security, focusing on the issue of implementation attacks and device
independence. In Section 5, after giving an overview we focus on
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cloud.We conclude in Section 6, giving a glimpse of howwe envision
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any quantum technology (whether this technology exists currently
or not). In particular we assume that they have a large quantum
computer. Ensuring that, in this scenario, the security and privacy
guarantees of a classical protocol remain intact, is known as post-
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In the second category we allow honest parties to have access

to quantum technologies in order to achieve enhanced properties,
but we restrict this access to those quantum technologies that are
currently available (or that can be built in near-term). Requesting
this level of quantum abilities comes from the practical demand to
be able to construct now, small quantum devices/gadgets that imple-
ment the “quantum” steps of (the honest) protocols. The adversaries,
again, can use any quantum technology. In this category we focus
on achieving classical functionalities but we are able to enhance
the security or e�ciency of the protocols beyond what is possible
classically by using current sate-of-the-art quantum gadgets.
Finally, the third category looks further in the future and exam-

ines the security and privacy of protocols that are possible (are
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many useful applications compared with the best classical comput-
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have guarantees on the security of the tasks achieved. This period
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for cryptographic attacks and attacks that exploit vulnerabilities of
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as exploits of other vulnerabilities of existing classical hardware
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cyber security in a comprehensive and approachable way to the
non-experts. On the other hand we want to focus on speci�c aspects,
for each of the quantum cyber security research categories given
above, that we believe have been under-represented in research and
exposure to the public, despite being very important. In Section 2
we clarify some facts about quantum computers and quantum adver-
saries, setting the stage to analyse the three categories of quantum
cyber security research. In Section 3 we explore the �rst category,
post-quantum security, giving a brief overview of the �eld and fo-
cusing on the issue of security de�nitions and proof techniques. In
Section 4 we sketch the research directions in quantumly-enhanced
security, focusing on the issue of implementation attacks and device
independence. In Section 5, after giving an overview we focus on
classical clients securely delegating computations to the quantum
cloud.We conclude in Section 6, giving a glimpse of howwe envision
that cyber security will be reshaped in the decades to come.
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above, that we believe have been under-represented in research and
exposure to the public, despite being very important. In Section 2
we clarify some facts about quantum computers and quantum adver-
saries, setting the stage to analyse the three categories of quantum
cyber security research. In Section 3 we explore the �rst category,
post-quantum security, giving a brief overview of the �eld and fo-
cusing on the issue of security de�nitions and proof techniques. In
Section 4 we sketch the research directions in quantumly-enhanced
security, focusing on the issue of implementation attacks and device
independence. In Section 5, after giving an overview we focus on
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Benchmarking 

quantum protocol versus classical protocol with the same functionality 

Perfect quantum protocol versus actual implementation taking into 
account systems imperfections
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Modular framework for quantum hardware devices Discrete Event Simulation Engine

Benchmarking of quantum protocols using NetSquid (TuDel;)

• Atomic tasks are used to determine the tunable parameters 

• Figure of merits are defined by identifying the important features 
from the perspective of different parties in the protocol.

Benchmarking 

Bahrani, Liao and Kashefi 2020 in preparation
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there exist quantum computation devices that o�er advantage in
many useful applications compared with the best classical comput-
ers. At that time, there will be tasks that involve quantum computers
and communication and processing of quantum information, where
the parties involved want to maintain the privacy of their data and
have guarantees on the security of the tasks achieved. This period
may not be too far, since quantum devices being developed now
are already crossing the limit of quantum computations that can be
simulated by classical supercomputers.
These categories, in general, include all aspects of cyber secu-

rity. We will focus on the e�ects that quantum technologies have
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as exploits of other vulnerabilities of existing classical hardware
is concerned (e.g. timing attacks), we do not expect they will sig-
ni�cantly bene�t from quantum technologies and thus we do not
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1.3 This Review
First of all we clarify what this review is not. It is not an exhaustive
list of all research in quantum cyber security, neither a historical
exposition on how quantum cryptography developed, nor a proper
introduction to the �eld including the background required. Excel-
lent such reviews have been written (e.g. [14]).
Our aim is twofold. On the one hand we want to clarify miscon-

ceptions and organise/categorise the research landscape in quantum
cyber security in a comprehensive and approachable way to the
non-experts. On the other hand we want to focus on speci�c aspects,
for each of the quantum cyber security research categories given
above, that we believe have been under-represented in research and
exposure to the public, despite being very important. In Section 2
we clarify some facts about quantum computers and quantum adver-
saries, setting the stage to analyse the three categories of quantum
cyber security research. In Section 3 we explore the �rst category,
post-quantum security, giving a brief overview of the �eld and fo-
cusing on the issue of security de�nitions and proof techniques. In
Section 4 we sketch the research directions in quantumly-enhanced
security, focusing on the issue of implementation attacks and device
independence. In Section 5, after giving an overview we focus on
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cloud.We conclude in Section 6, giving a glimpse of howwe envision
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Physical Uncloneable Functions (PUF)

A Physical device which is “very hard” to clone even for the manufacturer 

Secure storage for secret cryptographic material

Device identification and authentication


Samsung Galaxy S10: Exynos 9820 chip with PUF technology



Physical Uncloneable Functions (PUF)

PROBLEMS IN CLASSICAL PUF

▪ Challenges can be used only once 

▪ The PUFs with small number of challenge-
response pairs are easily broken 

▪ Storing the big database, back to the same 
problem of key storage 

▪Optical PUF are quantum and vulnerable 
against quantum attack

ADVANTAGES OF QUANTUM WORLD

▪ Natural encoding of quantum states 
(collapse) 

▪ Impossibility of state estimation with single or 
few copies 

▪ No-cloning prevents the challenges and 
responses from being copied



• Formal and general definition of a QPUF


• General Quantum game-based framework for analyzing QPUF and other similar primitives


• New class of quantum attacks (QEA)


• No-go results on the Existential Unforgeability of QPUFs under different adversaries


• Positive results on the Selective Unforgeability of QPUFs

Security analysis of QPUFs

Arapinis, Delavar, Doosti and Kashefi, QCrypt 2019
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 A pair of algorithms (QPUFGen, QPUFEva):



QPUF

 A pair of algorithms (QPUFGen, QPUFEva):

A QPUF is a unitary transformation



Verifying unknown quantum responses
1. SWAP Test 2.  GSWAP Test

Chabaud, Diamanti, Markham, Kashefi, Joux, Phys. Rev. A. 2018
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A Quantum Learning Tool

QAE  versus Process Tomography

unknown unitary with given input/output samples

Learn New Sample



QAE algorithm

Marvian, and Lloyd. "Universal quantum emulator." arXiv preprint arXiv:1606.02734
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against 


Quantum Polynomial-Time adversaries

no such primitive is secure against adversaries that choose the target

challenge themselves


no primitive is secure against adaptive adversaries that can query

the primitive after receiving the challenge


any such cryptographic primitive is secure against the static adversary

with random selective challenge
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High-resource Verifier Protocol

• Prover (Mobile device) is almost classical (no quantum computation ability 
is required) 

• Quantum Verification Algorithm on the server’s side  

• Parametrised verification depending on the number of local copies and 
number of rounds

• Exponential security against collective and coherent attacks 

• Two-way quantum communication  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High-resource Verifier Protocol

• Verifier is almost classical (no quantum computation ability is required) 

• Classical verification algorithm 

• Exponential security against collective and coherent attacks 

• One-way quantum communication  
 
 

• The quantum memory requirement can be reduced  

• Can be generalized to arbitrary distribution of traps within some valid bounds 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:2 • Wallden, P. and Kashefi, E.

Quantum Cyber Security is the �eld that studies all aspects af-
fecting the security and privacy of communications and compu-
tations caused by the development of quantum technologies.

Quantum technologies may have a negative e�ect to cyber secu-
rity, when viewed as a resource for adversaries, but can also have a
positive e�ect, when honest parties use these technologies to their
advantage. The research can, broadly speaking, be divided into three
categories that depend on who has access to quantum technologies
and how developed these technologies are (see Figure 1). In the
�rst category we ensure that currently possible tasks remain secure,
while in the other two categories we explore the new possibilities
that quantum technologies bring.
As is typical in cryptography, we �rst assume the worst-case

scenario in terms of resources, where the honest parties are fully
classical (no quantum abilities), while the adversaries have access to
any quantum technology (whether this technology exists currently
or not). In particular we assume that they have a large quantum
computer. Ensuring that, in this scenario, the security and privacy
guarantees of a classical protocol remain intact, is known as post-
quantum (or “quantum-safe”) security.
In the second category we allow honest parties to have access

to quantum technologies in order to achieve enhanced properties,
but we restrict this access to those quantum technologies that are
currently available (or that can be built in near-term). Requesting
this level of quantum abilities comes from the practical demand to
be able to construct now, small quantum devices/gadgets that imple-
ment the “quantum” steps of (the honest) protocols. The adversaries,
again, can use any quantum technology. In this category we focus
on achieving classical functionalities but we are able to enhance
the security or e�ciency of the protocols beyond what is possible
classically by using current sate-of-the-art quantum gadgets.
Finally, the third category looks further in the future and exam-

ines the security and privacy of protocols that are possible (are
enabled) by the existence of quantum computers. We assume that
there exist quantum computation devices that o�er advantage in
many useful applications compared with the best classical comput-
ers. At that time, there will be tasks that involve quantum computers
and communication and processing of quantum information, where
the parties involved want to maintain the privacy of their data and
have guarantees on the security of the tasks achieved. This period
may not be too far, since quantum devices being developed now
are already crossing the limit of quantum computations that can be
simulated by classical supercomputers.
These categories, in general, include all aspects of cyber secu-

rity. We will focus on the e�ects that quantum technologies have
for cryptographic attacks and attacks that exploit vulnerabilities of
the new quantum hardware when such hardware is used. As far
as exploits of other vulnerabilities of existing classical hardware
is concerned (e.g. timing attacks), we do not expect they will sig-
ni�cantly bene�t from quantum technologies and thus we do not
expand further1.

1One could imagine that enhanced quantum sensing and quantum metrology could
improve certain side-channel attacks, but this is beyond the scope of this paper.
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Fig. 1. Schematic representation of the �antum Cyber Security research
landscape. Red boxes are the three categories of research. Do�ed lines
indicate the resources (computation and communication) required from the
honest parties. Green boxes represent issues we focus in this review.

1.3 This Review
First of all we clarify what this review is not. It is not an exhaustive
list of all research in quantum cyber security, neither a historical
exposition on how quantum cryptography developed, nor a proper
introduction to the �eld including the background required. Excel-
lent such reviews have been written (e.g. [14]).
Our aim is twofold. On the one hand we want to clarify miscon-

ceptions and organise/categorise the research landscape in quantum
cyber security in a comprehensive and approachable way to the
non-experts. On the other hand we want to focus on speci�c aspects,
for each of the quantum cyber security research categories given
above, that we believe have been under-represented in research and
exposure to the public, despite being very important. In Section 2
we clarify some facts about quantum computers and quantum adver-
saries, setting the stage to analyse the three categories of quantum
cyber security research. In Section 3 we explore the �rst category,
post-quantum security, giving a brief overview of the �eld and fo-
cusing on the issue of security de�nitions and proof techniques. In
Section 4 we sketch the research directions in quantumly-enhanced
security, focusing on the issue of implementation attacks and device
independence. In Section 5, after giving an overview we focus on
classical clients securely delegating computations to the quantum
cloud.We conclude in Section 6, giving a glimpse of howwe envision
that cyber security will be reshaped in the decades to come.
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